IMPORTANT NOTICE
COMPREHENSIVE NOTICE OF PRIVACY POLICY AND PROCEDURES
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.
The effective date of this Notice of The State of Delaware Health Information Privacy Practices (the “Notice” is
March 1, 2019.)
This Notice is provided to you on behalf of:
The State of Delaware Employee Health Care Plan
The State of Delaware Employee Dental Care Plan
The State of Delaware Employee Assistance Program
The State of Delaware Employee Flexible Benefits Plan
The State of Delaware Employee Pharmacy Care Plan
The State of Delaware Employee Vision Care Plan
These plans comprise what is called an “Affiliated Covered Entity,” and are treated as a single plan for
purposes of this Notice and the privacy rules that require it. For purposes of this Notice, we’ll refer to these
plans as a single “Plan.”
The Plan’s Duty to Safeguard Your Protected Health Information.
Individually identifiable information about your past, present, or future physical or mental health or
condition, including genetic information, the provision of health care to you, or payment for the health
care is considered “Protected Health Information” (“PHI”). The Plan is required by law to extend certain
protections to your PHI, and to give you this Notice about its privacy practices that explains how, when
and why the Plan may use or disclose your PHI. Except in specified circumstances, the Plan may use or
disclose only the minimum necessary PHI to accomplish the purpose of the use or disclosure.
The Plan is required by law to follow the privacy practices described in this Notice currently in effect,
though it reserves the right to change those practices and the terms of this Notice at any time. If it does
so, and the change is material, the Notice will be posted on the State of Delaware website at
de.gov/statewidebenefits no later than the effective date of the change and thereafter sent in the Plan’s
next annual mailing. This Notice, and any material revisions of it, will also be provided to you in writing
upon your request (ask your Human Resources representative, or contact the Plan’s Privacy Official,
described below).
You may also receive one or more other privacy notices, from insurance companies that provide benefits
under the Plan. Those notices will describe how the insurance companies use and disclose PHI, and your
rights with respect to the PHI they maintain.
How the Plan May Use and Disclose Your Protected Health Information.
The Plan uses and discloses PHI for a variety of reasons. For its routine uses and disclosures it does not
require your authorization, but for other uses and disclosures, your authorization (or the authorization of
your personal representative. e.g., a person who is your custodian, guardian, or has your power-ofThis notice is effective March 1, 2019, and was revised as of March 1, 2019.

attorney) may be required. The following offers more description and examples of the Plan’s uses and
disclosures of your PHI.




Uses and Disclosures Relating to Treatment, Payment, or Health Care Operations.


Treatment: Generally, and as you would expect, the Plan is permitted to disclose your PHI for
purposes of your medical treatment. Thus, it may disclose your PHI to doctors, nurses, hospitals,
emergency medical technicians, pharmacists and other health care professionals where the
disclosure is for your medical treatment. For example, if you are injured in an accident, and it’s
important for your treatment team to know your blood type, the Plan could disclose that PHI to the
team in order to allow it to more effectively provide treatment to you.



Payment: Another important function of the Plan is that it pays for all or some of the medical care
you receive (provided the care is covered by the Plan). In the course of its payment operations, the
Plan receives a substantial amount of PHI about you. For example, doctors, hospitals and
pharmacies that provide you care send the Plan detailed information about the care they provided,
so that they can be paid for their services. The Plan may also share your PHI with other plans, in
certain cases. For example, if you are covered by more than one health care plan (e.g., covered by
this Plan, and your spouse’s plan, or covered by the plans covering your father and mother), we
may share your PHI with the other plans to coordinate payment of your claims.



Health care operations: The Plan may use and disclose your PHI in the course of its “health care
operations.” For example, it may use your PHI in evaluating the quality of services you received, or
disclose your PHI to an accountant or attorney for audit purposes. In some cases, the Plan may
disclose your PHI to insurance companies for purposes of obtaining various insurance coverage.

Other Uses and Disclosures of Your PHI Not Requiring Authorization. The law provides that the Plan
may use and disclose your PHI without authorization in the following circumstances:


To the Plan Sponsor: The Plan may disclose PHI to the employers (such as State of Delaware) who
sponsor or maintain for the benefit of employees and dependents. However, the PHI may only be
used for limited purposes, and may not be used for purposes of employment-related actions or
decisions or in connection with any other benefit or employee benefit plan of the employers. PHI
may be disclosed to: the human resources or employee benefits department for purposes of
enrollments and disenrollments, census, claim resolutions, and other matters related to Plan
administration; payroll department for purposes of ensuring appropriate payroll deductions and
other payments by covered persons for their coverage; information technology department, as
needed for preparation of data compilations and reports related to Plan administration; finance
department for purposes of reconciling appropriate payments of premium to and benefits from the
Plan, and other matters related to Plan administration; internal legal counsel to assist with
resolution of claim, coverage and other disputes related to the Plan’s provision of benefits; The
State Insurance Department for the purpose of reviewing the state's insured plans.



Required by law: The Plan may disclose PHI when a law requires that it report information about
suspected abuse, neglect or domestic violence, or relating to suspected criminal activity, or in
response to a court order or administrative tribunal. Your PHI may be disclosed for law
enforcement purposes under some conditions. It must also disclose PHI to authorities who
monitor compliance with these privacy requirements.



National Priority Uses and Disclosures: When permitted by law, the Plan may use or disclose
medical information for various activities that are recognized as “national priorities.” In other
words, the Federal government has determined that under certain circumstances (described
below) it is so important to disclose medical information that it is acceptable to disclose it without
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the individual’s authorization. We will only disclose medical information about you in the following
circumstances when we are permitted to do so by law:
 For public health activities: The Plan may disclose PHI when required to collect information
about disease or injury, or to report vital statistics to the public health authority.
 For health oversight activities: The Plan may disclose PHI to agencies or departments
responsible for monitoring the health care system for such purposes as reporting or
investigation of unusual incidents.
 Relating to decedents: The Plan may disclose PHI relating to an individual's death to coroners,
medical examiners or funeral directors, and to organ procurement organizations relating to
organ, eye, or tissue donations or transplants.
 For research purposes: In certain circumstances, and under strict supervision of a privacy
board, the Plan may disclose PHI to assist medical and psychiatric research. Research means a
systematic investigation designed to develop or contribute to generalized knowledge.
 To avert threat to health or safety: In order to avoid a serious threat to health or safety, the
Plan may disclose PHI as necessary to law enforcement or other persons who can reasonably
prevent or lessen the threat of harm.
 For specific government functions: The Plan may disclose PHI of military personnel and
veterans in certain situations, to correctional facilities in certain situations, to government
programs relating to eligibility and enrollment, and for national security reasons.
 To workers’ compensation programs. The Plan may disclose PHI when authorized by and to
the extent necessary to comply with workers’ compensation or other similar programs
established by law.


Uses and Disclosures Requiring Written Authorization: For uses and disclosures beyond treatment,
payment and operations purposes, and for reasons not included in one of the exceptions described
above, the Plan is required to have your written authorization. Your authorizations can be revoked in
writing at any time to stop future uses and disclosures, except to the extent that the Plan has already
undertaken an action in reliance upon your authorization.

The Plan must generally obtain your written authorization before:





using or disclosing psychotherapy notes about you from your psychotherapist (Psychotherapy
notes are separately filed notes about your conversations with your mental health professional
during a counseling session. They do not include summary information about your mental
health treatment. The Plan is not likely to have access to or maintain these types of notes.)



using or disclosing alcohol and substance abuse patient records.



using or disclosing your PHI for marketing purposes (a communication that encourages you to
purchase or use a product or service) if the Plan receives direct or indirect financial
remuneration (payment) from the entity whose product or service is being marketed.



receiving direct or indirect remuneration (payment or other benefit) in exchange for receipt of
your PHI.

Uses and Disclosures Requiring You to have an Opportunity to Object: The Plan may share PHI with
your family, close personal friend or any other person you identify, without your written authorization,
if that person is involved in your care and the information is relevant to your care. If the patient is a
minor, we may disclose PHI about the minor to a parent, guardian or other person responsible for the
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minor except in limited circumstances. We may also provide PHI about your location, general
condition, or death to assist in the notification of a family member, or personal representative or other
person responsible for your care. However, the Plan may disclose your PHI only if it informs you about
the disclosure in advance and you do not object (but if there is an emergency situation and you cannot
be given your opportunity to object, disclosure may be made if it is consistent with any prior expressed
wishes and disclosure is determined to be in your best interests; you must be informed and given an
opportunity to object to further disclosure as soon as you are able to do so).


Uses and Disclosures of genetic information for underwriting purposes. The Plan is prohibited from
using or disclosing PHI that is genetic information about you or your dependents for underwriting
purposes. Genetic information for purposes of this prohibition means information about (i) your
genetic tests; (ii) genetic tests of your family members; (iii) family medical history.

Breach of Unsecured PHI. You must be notified in the event of a breach of unsecured PHI. A “breach” is the
acquisition, access, use, or disclosure of PHI in a manner that compromises the security or privacy of the PHI.
PHI is considered compromised when the breach poses a significant risk of financial harm, damage to your
reputation, or other harm to you. This does not include good faith or inadvertent disclosures or when there is
no reasonable way to retain the information. You must receive a notice of the breach as soon as possible and
no later than 60 days after the discovery of the breach.
Your Rights Regarding Your Protected Health Information.
You have the following rights relating to your protected health information:


To request a copy of this Notice: You have a right to request a paper copy of this Comprehensive
Notice of Privacy Policy and Procedures at any time. This right applies even if you have agreed to
receive the Notice electronically. In addition, a copy of this Notice is available on the State of Delaware
website at de.gov/statewidebenefits.



To request restrictions on uses and disclosures: You have the right to ask that the Plan limit how it
uses or discloses your PHI. The Plan will consider your request, but is not legally bound to agree to the
restriction. To the extent that it agrees to any restrictions on its use or disclosure of your PHI, it will
put the agreement in writing and abide by it except in emergency situations. The Plan cannot agree to
limit uses or disclosures that are required by law. In addition, you have the right to restrict disclosure
of PHI to the Plan for payment or healthcare operations (but not for carrying out treatment) in
situations where you have paid the healthcare provider out-of-pocket in full. In this case, the Plan is
required to implement the restrictions that you request.



To choose how the Plan contacts you: You have the right to ask that the Plan send you information at
an alternative address or by an alternative means. The Plan must agree to your request as long as it is
reasonably easy for it to accommodate the request.



To inspect and copy your PHI: Unless your access is restricted for clear and documented treatment
reasons, you have a right to see your PHI (in hardcopy or electronic form) in the possession of the Plan
or its vendors if you put your request in writing. You may request your hardcopy or electronic
information in a format that is convenient for you, and the Plan will honor that request to the extent
possible. You also may request a summary of your PHI. If your PHI is maintained in an Electronic
Health Record (EHR) system, you may obtain an electronic copy of your records. You may also instruct
us in writing to send an electronic copy of your records to a third party. The Plan, or someone on
behalf of the Plan, will respond to your request, normally within 30 days. A single 30-day extension is
allowed if the Plan is unable to comply with the deadline and if the Plan provides you with a notice of
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the reason for the delay and the expected date by which the requested information will be provided. If
your request is denied, you will receive written reasons for the denial and an explanation of any right
to have the denial reviewed. If you want copies of your PHI, you may be charged a reasonable, costbased fee for creating or copying the PHI, or preparing a summary of your PHI. However, the fee may
be waived, depending on your circumstances. You have a right to choose what portions of your
information you want copied and to receive, upon request, prior information on the cost of copying.


To request amendment of your PHI: If you believe that there is a mistake or missing information in a
record of your PHI held by the Plan or one of its vendors, you may request, in writing, that the record
be corrected or supplemented. The Plan or someone on its behalf will respond, normally within 60
days of receiving your request. The Plan may deny the request if it is determined that the PHI is: (i)
correct and complete; (ii) not created by the Plan or its vendor and/or not part of the Plan’s or
vendor’s records; or (iii) not permitted to be disclosed. Any denial will state the reasons for denial and
explain your rights to have the request and denial, along with any statement in response that you
provide, appended to your PHI. If the request for amendment is approved, the Plan or vendor, as the
case may be, will change the PHI and so inform you, and tell others that need to know about the
change in the PHI.



To find out what disclosures have been made: You have a right to get a list of when, to whom, for
what purpose, and what portion of your PHI has been released by the Plan and its vendors, other than
instances of disclosure for which you gave authorization, or instances where the disclosure was made
to you or your family. In addition, the disclosure list will not include disclosures for treatment,
payment, or health care operations. The list also will not include any disclosures made for national
security purposes, to law enforcement officials or correctional facilities, or before the date the federal
privacy rules applied to the Plan. If we maintain your records in an Electronic Health Record (EHR)
system, you may request that it include disclosures for treatment, payment or health care operations.
You will normally receive a response to your written request for such a list within 60 days after you
make the request in writing. Your request can relate to disclosures going as far back as six years (three
years in the case of a disclosure involving an EHR). There will be no charge for up to one such list each
year. There may be a charge for more frequent requests.

How to Complain about the Plan’s Privacy Practices.
If you think the Plan or one of its vendors may have violated your privacy rights, or if you disagree with a
decision made by the Plan or a vendor about access to your PHI, you may file a complaint with the person
listed in the section immediately below. You also may file a written complaint with the Secretary of the
U.S. Department of Health and Human Services. Filing instructions are available at
http://www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. The law does not permit anyone to take
retaliatory action against you if you make such complaints.
Contact Person for Information, or to Submit a Complaint.
If you have questions about this Notice please contact the Plan’s Privacy Official or Deputy Privacy
Official(s) (see below). If you have any complaints about the Plan’s privacy practices or handling of your
PHI, please contact the Plan’s Privacy Official (see below).
Privacy Official.
The Plan’s Privacy Official, the person responsible for ensuring compliance with this Notice, is:
Director of Statewide Benefits and Insurance Coverage,
Department of Human Resources (DHR)
Telephone Number: 1-800-489-8933
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The Plan’s Deputy Privacy Official(s) is/are:
Human Resources Specialists, Statewide Benefits Unit, DHR 1-800-489-8933
Information Systems Manager, PHRST (302) 739-2260
Human Resources Manager, PHRST Benefits (302) 739-2260
Organized Health Care Arrangement Designation.
The Plan participates in what the federal privacy rules call an “Organized Health Care Arrangement.” The
purpose of that participation is that it allows PHI to be shared between the members of the Arrangement,
without authorization by the persons whose PHI is shared, for health care operations. Primarily, the
designation is useful to the Plan because it allows the insurers who participate in the Arrangement to
share PHI with the Plan for purposes such as shopping for other insurance bids.
The members of the Organized Health Care Arrangement are:
The State of Delaware Employee Health Care Plan
The State of Delaware Employee Dental Care Plan
The State of Delaware Employee Assistance Program
The State of Delaware Employee Flexible Benefits Plan
The State of Delaware Employee Pharmacy Care Plan
The State of Delaware Employee Vision Care Plan
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